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Abstract: Sensors are widespread in applications ranging from environmental monitoring 
to distributed surveillance for physical security. Novel protocols and appropriate 
topologies enable large networks of cheap smart-sensors with the main objective of 
providing pervasiveness and resilience. In this paper we provide a model-based analysis of 
a ‘k-out-of-m’ (‘KooM’) voting approach which can be used to correlate data coming from 
heterogeneous event detecting devices. The approach is based on the assumption of 
diverse redundancy on sensor technologies. The Bayesian Network formalism is 
employed to perform the analysis. The results show that by choosing appropriate 
correlation logics an optimal trade-off can be achieved among probability of detection, 
false alarm rate, availability and robustness against spoofing attempts, depending on the 
specific application. Furthermore, it will be shown that majority voting on detector 
outputs allows for a high cost effectiveness in obtaining performance improvements.   

Keywords: Multi-sensor decision fusion, voting, diverse redundancy, stochastic modeling, 
quantitative evaluation, Bayesian Networks, physical security. 

1. Introduction 
The application of smart sensor networks for physical security and infrastructure protection is a 
growing field which is witnessing continuous methodological and technological advances (see e.g., 
[7]). However, the success of modern surveillance applications is highly dependent on the 
performance and reliability of the sensorial subsystems. For instance, it is a well-known fact that 
any intrusion detection sensor is prone to false alarms. A high rate of false alarms reported to 
surveillance operators can significantly reduce the effectiveness of the security system and prevent 
any automatisms in countermeasure activation [21].  

When multiple sensors based on different technologies are available, it is possible to think of a 
‘k-out-of-m’ (‘KooM’) voting on the outputs of the single sensors. ‘k-out-of-m’ voting is intuitively 
a logic ‘OR’ in the specific case in which K=1, and a logic ‘AND’ when K=M. The correlation is 
known as “majority voting” when K > [M/2], K and M are integers, M > 2, and the ‘[ ]’ operator 
indicates the integer part of the division 

In this paper we employ Bayesian Networks to evaluate the effect of ‘KooM’ voting on diverse 
sensor clusters, i.e., on small groups of sensors (typically less than 5) featuring different 
technologies, in order to reach an agreement upon event detection. Sensor diversity is an essential 
part of the approach, since the assumption of stochastic independence on sensor detections is 
assumed. In particular, we address the evaluation of the following attributes: Probability of 
detection, False alarm rate, System availability, Robustness to spurious intrusions. 

The aim of this paper is to provide a formal evaluation of the mentioned attributes using 
Bayesian Networks (BN). BN is a graphical formalism for stochastic modeling under uncertainty, 
recently used also for dependability evaluation (see e.g., [5]). The originality of the approach lies 
both in the method used for the analysis, including the BN-based modeling technique, and in the 
evaluation results, which can be useful to support the choice of design parameters in real-world 
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sensing applications. While simpler formalisms (e.g., Event Trees, Binary Decision Diagrams, etc.) 
could be used to perform the basic part of the analysis, BNs are essential if there is the need for 
evaluating the effects of correlations among sensor outputs, as we do in Section 6. We also show 
how it is possible to use a real-time fuzzy correlation of sensor outputs using a simple Bayesian 
Network, in order to associate a reliability level to event detection. Therefore, the expressive power 
of BN allows us to keep the same modeling formalism throughout the paper for different kinds of 
analyses, by simply adapting or extending the basic models. 

This paper is organized as follows. Section 2 sets the research in the context of the scientific 
literature, providing some pointers to relevant related articles. In Section 3 introductory definitions 
are given and basic concepts are explained which are necessary to understand the rest of the paper. 
In Section 4 the modeling approach of ‘KooM’ voting schemes is described while in Section 5 the 
results of model evaluations are presented and discussed. In Section 6 possible inter-technology 
correlations are  and evaluated for the ‘2oo3’ voting example. In Section 7 a fuzzy correlation 
approach is presented for ‘2oo3’ voting which can be useful to associate a reliability attribute to 
alarms in real-world security applications. Finally, in Section 8 conclusions are drawn and some 
hints about future works are provided. 

2. Related works 
To the best of our knowledge, the available literature does not specifically address the formal 
evaluation of ‘KooM’ voting systems with regard to the output of diverse sensors in monitoring or 
physical security applications. The work whose main topic is most related to the one of this paper is 
reference [20]. In that paper the authors address the issue of optimal decision fusion in multiple 
sensing systems using analytical models based on the Neyman-Pearson lemma. However, while the 
voting-based consensus criterion is similar to the one used in this paper, in that work the authors 
base the independence assumption on different environmental conditions, since sensors are assumed 
to be distributed. 

‘KooM’ voting is not a new concept also in the field of safety-critical systems, where it is part 
of the fault-tolerance mechanisms employed to reduce the hazardous failure rate and increase the 
availability of systems in real-time control applications [14]. While some properties of ‘KooM’ 
voting schemes can be calculated using closed-form expressions, those formulas cannot be used in 
case of interdependencies among the events of interest, and furthermore they cannot be easily 
adapted to fuzzy reasoning, as we do in this paper using the more flexible BN formalism. Bayesian 
Networks have been employed in a variety of reliability modeling applications even for complex 
systems (see e.g., [10] and [18]).   

3. Preliminary Definitions 
A detector is a sensor which only provides two outputs, which are usually associated to the ‘TRUE’ 
and ‘FALSE’ logic conditions. A sensor of this kind is common in many distributed sensing 
applications. Any event detection device can also be seen as a “binary sensor”, since its output is 
TRUE if the event of interest has been detected, FALSE otherwise. 
     Sensor diversity is an attribute of redundancy, meaning that different technologies are employed 
on the additional sensors. When appropriate diverse technologies, algorithms or even parameters are 
chosen, many of the performance and dependability characteristics of the sensors can be considered 
(almost) statistically independent. Besides technological features, sensor displacement and 
installation details can also contribute to achieve a higher level of diversity against environmental 
factors. Those aspects are heavily technology dependant and can be evaluated on the base of 
experiences (expert judgement) and/or historical data collection and analysis (statistics) [12]. 
  A Bayesian Network (BN) (or “influence diagram”) is a formalism to model uncertainty and 
probabilistic responses. BNs are direct acyclic graphs in which nodes represent stochastic variables 
and arcs statistical dependencies between variables, quantified by conditional probabilities [6]. BN 
have been widely applied to artificial intelligence problems. In the last years, they have been also 
adopted for reliability modeling [17]. Fuzzy logic is also enabled by BN using the so-called “noisy” 
AND/OR gates, whenever the result is not deterministic, but associated with a certain probability 
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[3]. In this paper we describe an approach to associate a reliability level to events detected by 
multiple sensors using the probability propagation features of BN. 

4. Modeling of ‘KooM’ Voting 
The following attributes are associated with each sensor: 

• POD = expected probability of detection of the event = P (event detected | event 
happened) 

• POF = expected probability of false alarm = P (event detected | event not happened) 
• POS = expected probability of spoofing attempt being successful = P (intrusion successful 

| intrusion attempted) 
• A = steady-state availability = total uptime / (total uptime + total downtime) 
• C = (normalized) relative cost = 100 ∙ sensor cost  /  most expensive reference sensor cost 

The networks used for the analyses are shown in Figure 1 while a description of the nodes is 
reported in Table 1. The conditional probability table (CPT) associated with each arc has been 
derived using the following considerations: 

• A detection occurs if at least K sensors detect the event 
• A false alarm occurs if at least K sensors notify it 
• A spurious intrusion is successful if at least M−K+1 sensors have been intruded 
• The system is available (possibly with reduced performance) if at least K sensors are 

available 

Table 1: Definition of the BN Nodes for the ‘KooM’ Voting Schemes. 
NODE DESCRIPTION 

Si POD, POF, POS or Availability of Sensor i 
V_KooMb POD, POF, POS or Availability of the best (i.e., most expensive) ‘KooM’ voting scheme 
V_KooMa POD, POF, POS or Availability of an average ‘KooM’ voting scheme 
V_KooMw POD, POF, POS or Availability of the worst (i.e., cheapest) ‘KooM’ voting scheme 

V_2oo2a

V_1oo2a S2

S4

S5 V_2oo2w

V_1oo2w

V_2oo2b

S3

S1 V_1oo2b

(a)     
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Figure 1: BN Modeling of the ‘KooM’ Voting Schemes. 
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5. Evaluation and Discussion of the Results 
The objective of the evaluations was to carry out comparative evaluations and sensitivity 
evaluations. For modelling and evaluation, we have used Netica [14], which is one of the most 
widespread BN tools. 
     Considering average COTS sensor performances, realistic pseudo-data has been used (see Table 
2), with a linear worsening in performance (e.g., POD, POF, etc.) parameters from the 1st to the 5th 
sensor and a more than linear decrement in cost, which is normalized such to be 100 for the most 
expensive sensor (i.e., S1). Real sensor attributes can be derived from on-the-field observations, and 
therefore initial data based on expert estimations can be refined using more reliable data based on 
appropriate operational time frames (e.g., mean number of false alarms per hour, in a one month 
data collection time frame). 
     While it is possible to have any combination of performance parameters (since no prefixed 
technology-related correlations exist among them), in order to ease the analysis and guarantee 
consistency with cost variations, all the parameters are varied in the same way. As it will be clear in 
the following, those assumptions are conservative with respect to the evaluation results. In the 
evaluation of the results, probabilities are expressed as percentages (%). Please note that 
Availability is computed using combinatorial techniques starting from components’ availability, in 
the same way it is dealt with Fault Trees or Reliability Block Diagrams [17]. Results are 
summarized in Table 3. The availability is computed assuming appropriate reconfiguration 
strategies (e.g., ‘2oo4’ working in ‘2oo3’ mode with some degraded performance after failure of a 
single sensor). In Table 3, the rows shaded in light grey represent majority voting schemes, which 
provide an overall better trade-off among contrasting performance indices; the results in bold are the 
best in their category. In only one case, namely ‘1oo5’, a single scheme has achieved the best results 
in 3 different categories (POD, POS and Availability); however, the POF (67.9%) is so high that it 
is very likely to be unusable in most practical applications. As intuitively expected, all the ‘AND’ 
combinations have the advantage to lower the POF at the expense of POD, POS and Availability; 
the opposite holds for the ‘OR’ combinations. Focusing on the majority voting schemes, unless the 
priority is to keep the POF to a very low level, the ‘2oo3’ (best) scheme seems to provide the most 
cost-effective results: in fact, even by increasing to 5 the overall number of sensors and using a 
‘3oo5’ scheme, the improvement in the results is negligible (around one point percent or less): 

• POD3oo5 / POD2oo3 = 97.7 / 97.4 = 0.3% 
• POF2oo3 / POF3oo5 = 5.9 / 5.43 = 0.8% 
• POS2oo3 / POS3oo5 = 2.6 / 2.32 = 1.2% 
• A3oo5 / A2oo3 = 99.98 / 99.90 = 0.01% 

On the opposite, the cost raises of about the 30% when the number of sensors increases from 3 to 5. 
Last but not least, the independence assumption requires the availability of 5 diverse technologies in 
case of ‘3oo5’ voting, which may be difficult or impossible to achieve. 
     Figure 2 shows a graphical representation of the results, with normalized cost, from which it is 
easier to compare performance indices: for instance, if the focus is on the POD, the graph suggests 
that it could be more cost-effective to use a ‘2oo4’ scheme with cheaper sensors than a ‘2oo3’ 
scheme with expensive sensors. Regardless of the specific results, by using the BNs with the method 
described above it is always possible to build a comparison table where the optimal ‘KooM’ design 
can be chosen considering sensor parameters, application requirements and budget constraints. 

Table 2: Sensor Parameters. 
Sensor id POD POF POS A C 

S1 0.95 0.10 0.05 0.99 100 
S2 0.90 0.15 0.10 0.98 75 
S3 0.85 0.20 0.15 0.97 55 
S4 0.80 0.25 0.20 0.96 40 
S5 0.75 0.30 0.25 0.95 30 
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Figure 2: Graphical Representation of the Results. 

Table 3: Summary of Results and Comparison of Technologies 
TYPE COST POD POF POS AVAILABILITY 

1OO2W 70 95 47.5 5 99.8 
1OO2A 115 98 36.3 2 99.9 
1OO2B 175 99.5 23.5 0.5 99.98 
2OO2W 70 60 7.5 40 91.2 
2OO2A 115 72 3.75 28 94.1 
2OO2B 175 85.5 1.5 14.5 97 
1OO3W 125 99.3 58 0.75 99.994 
1OO3A 170 99.7 49 0.3 99.998 
1OO3B 230 99.9 38.8 0.075 99.999 
2OO3W 125 89.7 15.5 10.3 99.5 
2OO3A 170 94.1 10.3 5.9 99.7 
2OO3B 230 97.4 5.9 2.6 99.9 
3OO3W 125 51 1.5 49 88.5 
3OO3A 170 61.2 0.75 38.8 91.3 
3OO3B 230 72.7 0.3 27.3 94.1 
1OO4W 200 99.9 64.3 0.075 99.9998 
1OO4B 270 99.98 54.1 0.015 99.9999 
2OO4W 200 98.3 21.9 1.70 99.985 
2OO4B 270 99.4 14.1 0.58 99.995 
3OO4W 200 85.9 3.60 14.1 99.3 
3OO4B 270 92.5 1.70 7.55 99.7 
4OO4W 200 45.9 0.23 54.1 86.7 
4OO4B 270 58.1 0.075 41.9 90.3 
1OO5 300 99.996 67.9 0.004 99.99999 
2OO5 300 99.8 26.1 0.16 99.9999 
3OO5 300 97.7 5.43 2.32 99.978 
4OO5 300 83.9 0.56 16.1 99.2 
5OO5 300 43.6 0.023 56.4 85.8 

6. Sensitivity Analysis of the Effects of Dependencies 
For the sake of brevity, in this section and the next we will refer to the case of ‘2oo3’ average voting 
as the reference decision fusion scheme, since it represents a good trade-off among performances, 
cost and simplicity of the correlation circuits. The analysis only serves as an example which is 
useful to explain the method, since influence factors can be different and possibly derived from 
historical data of devices based on similar technologies. We evaluate several dependency schemes, 
using the notation Si-Sj to define a dependency of Si on Sj. 
     The BN depicted in Figure 3 allows evaluating potential dependencies. It is assumed that where a 
dependency among random events exists, that is directed from the more reliable to the less reliable 
sensors, since whenever even the best fail, then the worst have a higher chance to show similar 
failures, while the contrary is less likely. For each scheme, the correlation factors have been varied 
in the set {10%, 20%, 30%} for all the dependencies. Of course in real applications the 
dependencies will not be the same for each sensor pair, but the results of the analysis serve to 
provide a rough indication of the effects of those dependencies as well as to provide a means to 
evaluate different ones just by changing model parameters. As an explicative example, a correlation 
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factor of 20% in POF evaluation for the S2-S3 dependency means that in 20% of cases having a 
false alarm from S2 implies having a false alarm also from S3. 
Differences in the results are evaluated using the following formula: 

I

IF

x
xxx −

=∆ , where { }tyAvailabili  POS, POF,POD,∈x  and 

xI, xF represent respectively the initial and final values of the parameters. 
     Table 4 confirms what intuition suggests, that is dependencies among technologies worsen the 
results; however, not all the dependencies have the same effect. For instance, the same amount of 
dependency has a notably different impact when it holds between S2 and S3 or between S3 and S4; 
furthermore, some dependencies are negligible when others hold (e.g., S2-S4 gives no contribution 
together with S2-S3). Figure 4 shows that, for each equivalence class reported in the left column of 
Table 4, results worsen linearly with correlation factors, but the angular coefficient changes with the 
type of interdependencies (e.g., in S3-S4 is worse than in S2-S3): this can be explained since there is 
a obviously a higher probability for random events to happen on worst sensors (i.e., in S3 it is higher 
than in S2), and – through the propagation to the dependant sensors. 

S3_POD CorrelationS3

S4_PODS2_POD

CorrelationS2

V_2oo3a
  

Figure 3: The Network used to Evaluate the Effect of Inter-technology Correlations. 

Table 4: Effects in Percent of Slight Inter-technology Correlations on Performance Parameters 

TYPE LEVEL ∆POD ∆POF ∆POS ∆A 

S2-S3 
S2-S4 

S2-S3, S2-S4 

10 -1.06 +7.69 +11.53 -0.10 
20 -1.49 +17.48 +23.05 -0.30 
30 -2.13 +25.00 +34.58 -0.50 

S3-S4 
10 -1.17 +11.65 +18.30 -0.20 
20 -2.34 +24.27 +36.61 -0.50 
30 -3.40 +36.89 +54.91 -0.80 

S2-S3, S3-S4 
S2-S4, S3-S4 

S2-S3, S2-S4, S3-S4 

10 -1.91 +20.39 +29.83 -0.40 
20 -3.72 +41.75 +59.66 -0.90 
30 -5.63 +63.11 +89.83 -1.40 
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Figure 4: Representation of the Effect of Inter-technology Dependencies. 
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7. Fuzzy Treatments 
The use of a BN also allows fuzzy treatments of the reliability attributes of each detector. The model 
used for the analysis is depicted in Figure 5a, its elements and CPT being described in Table 5 and 
Table 6 respectively, where we assume to use the three sensors S1, S3 and S5 in a ‘2oo3’ voting 
configuration. In particular, in Table 6 the values of AlarmX_Reliability (where X = 1, 2, 3) are 
quantified considering the POF of S1, S3 and S5 specified in Table 2. That is possible since each 
AlarmX_Reliability stochastic variable represents the following conditional probability: 

P (Alarm X is TRUE | Alarm X has been generated) = 
= P (Alarm X is not FALSE) = 1 − P (Alarm X is FALSE) = 
= 1 − POFX 

     Figures 5 b, c and d provide some example evaluations of alarm reliability as a function of single 
sensor detections. 
     As shown in Figure 6, seven different reliability values can be associated to the alarm, depending 
on the subset of sensors which have detected the event. An effective way could be to signal the 
alarm to the operator together with a following reliability indication: 

• ‘LOW’ if ‘Alarm_Reliability < 85%’ 
(i.e., single alarms generated by either S5 or S3) 

• ‘HIGH’ if  ‘85% ≤ Alarm_Reliability ≤ 95%’ 
(i.e., alarms generated by S1 or alarms generated by S3 and S5) 

• ‘VERY HIGH’ if ‘Alarm_Reliability > 95%’ 
(i.e., alarms generated by S1 and S3, or by S1 and S5 , or by all three) 

     In practical applications, unless the POF values are dynamically and continuously updated from 
on-the-field observations, there is no necessity to execute the model in real-time, since the number 
of correlations is rather limited and thus pre-compiled associative tables can be employed to get 
alarm reliability related to the different combinations of sensor outputs. 

Table 5: Definition of the BN nodes for the ‘2oo3’ Fuzzy Decision Fusion. 
  NODE DESCRIPTION 
Alarm1 Alarm generated by S1 
Alarm2 Alarm generated by S3 
Alarm3 Alarm generated by S5 

AlarmX_Reliability Probability that alarm X is not a false (X=1..3) 
Alarm_Reliability Probability that alarm is not a false 
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Figure 5: BN for Fuzzy ‘2oo3’ Decision Fusion (a) and some example Correlations: (b) Single 
Alarm; (c) Two Alarms; (d) Three Alarms. 

Table 6: Conditional Probability Tables of the ‘2oo3’ Fuzzy Decision Fusion. 
NODE TRUE FALSE 

Alarm1_Reliability 90 10 
Alarm2_Reliability 80 20 
Alarm3_Reliability 70 30 
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Figure 6: Alarm Reliability as a Function of Basic Sensor Alarms. 
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8. Conclusions 
Modern multi-modal surveillance applications are based on a large number of heterogeneous 
distributed sensors whose generated alarms are monitored by a small number of human operators 
[1]. In such a context, techniques allowing the evaluation of options to increase the overall 
reliability of system operation and to automate some decision fusion aspects are essential. Also, a 
delicate balance is often required among contrasting requirements (e.g., probability of detection and 
false alarm rate) with no single optimal solution but rather many possible trade-offs, with 
effectiveness, usability and ergonomics aspects playing important roles. That poses novel challenges 
in system design and tuning. 
     In this paper we have modelled a set of voting schemes among diverse detectors. The results of 
the presented evaluations can be generalized in to other cases. The model-based approach provided 
in this paper is useful in general to evaluate performance attributes for different sensor types and 
application requirements. We have also shown how to evaluate the effect of possible dependencies 
among detection probabilities. Finally, we introduced the concept of fuzzy evaluations using interval 
categorizations of the attributes. We believe that such an approach can be useful to better support 
the decision of the operators in real-world monitoring and surveillance applications, especially in the 
delicate contexts of physical security and critical infrastructure protection. 
     Among the results  provided by the evaluations in this paper is the potential advantage of using 
‘2oo3’ voting schemes with respect to more complex and expensive ones (e.g., ‘3oo5’); such a 
result, which obviously depend − generally speaking − on the individual performance of each 
detector, cannot be achieved by using solely intuition. A ‘2oo3’ logic circuit can be realized quite 
easily using three 2-ports AND gates and one 3-ports OR gate with a very small overhead in terms 
of additional hardware, which could be even embedded in the chassis of multiple technology 
detectors. 
     Future directions of the research will be aimed at exploring and evaluating further approaches to 
multi-sensor decision fusion and at implementing software correlation engines for fuzzy decision 
fusion in real-world security management systems (like the one described in [4]). 
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